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Start with the workload decision

A useful multicloud architecture gives each workload a defensible home, limits cross-cloud
dependencies and proves how the business will recover. Adding a second provider is justified when it
solves a specific constraint, such as access to a required service, separation of a failure domain or a
contractual placement requirement. The added operating model must also be affordable.

This paper explains how to choose a deployment pattern, define trust and data boundaries, engineer
identity and connectivity, and validate recovery and cost. It is aimed at organisations considering AWS,
Microsoft Azure and Google Cloud, including UAE-based businesses. It does not prescribe a provider
or claim that every application should run on every cloud.

Five decisions to make before implementation

* Place tightly coupled transactions together. Move approved data products asynchronously when the
business can tolerate delay.

» Use common control objectives with provider-specific implementation. A shared tool does not make
security semantics identical.

* Treat recovery time and data-loss objectives as testable workload requirements, including identity,
DNS, keys and dependencies.

 Budget for network paths, replication, telemetry and people. Compute prices alone do not describe
multicloud cost.

* Approve every relevant data flow. Hosting a database in one country does not establish the location
of backups, support access or management metadata.

How to use this paper

Use the matrix on page 2 to select a pattern, the reference design on page 3 to map boundaries, and
the controls on pages 4 and 5 to challenge implementation assumptions. Pages 6 and 7 turn those
decisions into a UAE-aware example and a delivery checklist. Primary sources are listed on page 8.
The reference architecture, selection matrix and roadmap are CodeX71 engineering recommendations. The scenario is

illustrative and is not a customer case study. Service availability, contracts, prices and regulatory requirements must be
rechecked for the selected workload and jurisdiction.
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Choose the placement pattern

Multicloud can mean separate workloads in separate providers or redundant copies of the same
workload. These are different investments. Google distinguishes distributed and redundant
architecture patterns; choose the intended outcome before deciding how many environments to
connect. [1]

Starting pattern Evidence required before approval

Independent products Partitioned workloads in Accountable owners; minimal shared runtime
or acquired estates separate clouds dependencies; consistent access and incident controls

Specialist analytics on Primary transaction cloud plus Data classification; freshness target; export volume;

approved data asynchronous analytics cloud schema contract; replay and deletion process
Strong consistency and  Application and primary Measured transaction latency; availability design
frequent database calls  database colocated inside the chosen provider; portable export plan

Independent dependencies; compatible data restore;

Provider disruption is an ross-cl warm stan r . . . .
Sl EFCISIAENISE || Gl W Sk ) € capacity and licence checks; timed failover and

explicit business risk tested restore failback
Very low interruption . . . . . . . .
ery low interruptio Selective active-active only Write ownership or conflict resolution; routing health;
tolerance across . . . . . .
after design proof split-brain prevention; operational capacity

providers

Portability is wanted but
no second runtime is
justified

Exportable data and schemas; reproducible builds;
inventory of provider-specific services; migration
rehearsal

One production cloud with an
exit-ready design

Use hard gates before a weighted score

First eliminate options that fail required data location, service capability, security, licence or recovery
constraints. Then score the remaining options against latency, total cost, team capability and migration
effort. Record the weights and the evidence behind each score. A low price must never compensate
for a failed mandatory control.

Define the portability boundary

Containers can make an application package portable, but databases, IAM policies, event semantics,
load balancers and operating procedures remain provider-dependent. Standardise interfaces and data
contracts where they reduce switching cost. Keep a documented exception when a managed service
materially improves delivery or operations. Microsoft likewise recommends deciding portability at
workload level. [2]

Decision record: workload owner; approved locations; pattern; dependency map; rejected
alternatives; cost assumptions; recovery targets; accepted coupling; review trigger.
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Separate control and data boundaries

Use independently governed landing zones for each provider and environment. The design below
places operational data with its owning service and limits cross-cloud movement to explicit interfaces.
It is a logical reference design; it does not imply that every component or region is available in every

provider.
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Figure 1 Provider-neutral trust boundaries and approved exchange paths

Keep the failure domains meaningful

Each landing zone needs its own enforceable account or subscription boundaries, least-privilege roles,
network policy, keys and recovery assets. Production and non-production must remain separately
authorised even when they share reusable templates. The dotted data boundary identifies where
storage, processing, backup and retention decisions must be recorded.

Central governance can distribute standards without becoming a synchronous dependency for every
business request. Keep local telemetry buffering and a controlled emergency-access path if the central
platform is unavailable. Review shared identity, DNS, source repositories, deployment runners,
network exchanges and operators as possible common failure points.

Control-plane integration can move management metadata, monitoring data and identity traffic across

jurisdictions even when application data stays local. Inventory these flows separately from business

data. [2]
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Engineer the cross cloud controls

Identity and privileged access

Federate workforce access through an approved identity provider with strong authentication, short
sessions and role separation. For machines and deployment runners, prefer supported workload
federation and short-lived credentials over exported long-lived secrets. Constrain trust by issuer,
audience, subject and environment; a trusted identity still needs narrowly scoped permissions in the
receiving cloud. Google documents federation for external and multicloud workloads. [3]

Use separate deployment identities per environment. Keep emergency access provider-local,
protected and audited, and test it without relying on the failed primary identity path. Document who can
change federation, approve privilege and revoke a compromised workload identity.

Networking and service interfaces

Allocate non-overlapping IP ranges; explicitly design DNS ownership, forwarding and failure
behaviour. Restrict routes to required prefixes and firewall rules to required ports. Test return paths,
path MTU, inspection throughput, certificate rotation and name resolution under failure. Google
highlights latency, packet loss, jitter and DNS integration as joint design considerations. [4]

Start with authenticated APIs and asynchronous messaging where feasible. Use private circuits when
throughput, predictability or policy warrants them, with diverse paths where required. A private circuit is
not proof of encryption: Microsoft notes that ExpressRoute exchange connections need additional
encryption when required. Enforce TLS or mTLS at the application boundary and assess network-layer
protection separately. [5]

Keys secrets and recoverable data

Keep key administration separate from application access. Define per-provider key ownership,
rotation, deletion protection and audit retention. Prove that authorised recovery operators can decrypt
restored data in the target environment. AWS multi-Region KMS keys remain AWS resources; each
regional key has independently managed access policy. They are not a cross-provider key distribution
mechanism. [6]

For cross-cloud copies, document export format, encryption envelope, destination key wrapping and
the exact supported import path. A portable ciphertext file is useless during recovery if its only
decryption path depends on the unavailable provider. Test backup access after revoking a production
administrator.

Observability that survives the link failure

Adopt common service names, trace context and resource attributes across clouds. OpenTelemetry
provides a vendor-neutral basis for collecting and exporting telemetry signals. [7] Keep operational
audit logs and security events as explicit requirements, rather than assuming application traces cover
them. Buffer locally, redact sensitive fields, control retention and monitor dropped telemetry.

Alert on business outcomes and cross-cloud failure modes: end-to-end latency, queue age, replication
lag, authentication failures, data freshness, egress growth and restore success. Assign one incident
owner across the provider support boundaries.
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Prove recovery and model the full cost

Recovery time objective (RTO) is the maximum acceptable service-restoration time; recovery point
objective (RPO) is the maximum acceptable data-loss window. Set both for a business workflow,
including dependencies. AWS recommends business-led objectives and a tested recovery strategy. [8]

m Readiness tradeoff Critical proof

Backup and Lower standby footprint; more Restore format, keys, data volume and full
restore reconstruction work dependency rebuild
Pilot liaht Core data services ready; application Deployment assets, quota, capacity and startup
9 activation required sequencing
Functional smaller stack; scale-up still Production-scale load, promotion, traffic shift and
Warm standby . . .
required licence capacity

Both sites serve; greater consistency and  Write fencing or conflict rules, partition behaviour

Active-active operating complexity and safe failback

These patterns describe relative tradeoffs, not guaranteed timings. Published examples for regions
within one provider cannot be assumed for a cross-provider implementation. Data replication can also
reproduce deletion or corruption; maintain independently protected recovery points. [9]

Measure the whole recovery path

Time detection, decision, write fencing, restore or promotion, capacity activation, routing convergence
and business validation. Record which stages run in parallel. Measure actual lost transactions using a
durable checkpoint, not only an average replication-lag chart. DNS caching, external integrations,
KMS, identity and container registries can dominate a drill even when the database promotion is fast.

Test loss of a region, a cross-cloud link, a key dependency and privileged access. Confirm safe
behaviour during an ambiguous partition: prevent two writers from independently accepting conflicting
work. Rehearse failback and reconciliation as a controlled change, with an explicit owner and rollback
decision.

Put latency and data movement into the budget

Every serial remote call adds network round-trip time and another failure opportunity. Benchmark
representative transactions, concurrency and payloads at p50, p95 and p99. For illustration only, five
serial cross-cloud calls with a measured 20 ms round trip add about 100 ms of network wait before
remote processing; this is not a provider benchmark.

Model monthly cost as compute and storage, plus transferred GB by direction and route, circuit and
gateway fees, inspection, replication, telemetry, licences, support and engineering operations. Apply
current region-specific rates and contract terms. Include retries, full resynchronisation and failover
drills. Microsoft documents multiple transfer and connectivity charge layers. [5]

Set transfer budgets per workload and track cost per business transaction. Reassess placement if
routine cross-cloud traffic becomes the dominant cost or latency driver.
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Apply the design in a UAE context

Data location is an input to workload placement, not a compliance conclusion. The UAE federal
personal data law addresses cross-border transfers through Articles 22 and 23. DIFC has its own
transfer requirements and safeguards. These sources do not support a blanket statement that every
UAE workload must stay in the UAE. [10, 11]

Have the organisation's legal, privacy and security owners establish the applicable federal, free-zone,
sector, contract and customer requirements before selecting locations. This paper is engineering
guidance, not legal advice. Review the current rules and any required approvals for the particular data
and entity.

Create a location and access register

» Record where each data class is collected, processed, stored, replicated, backed up and deleted.
Include caches, search indexes, logs and support attachments.

« Identify support and administrator access locations, subprocessors, control-plane metadata, key
custody and disaster-recovery destinations.

» Check service availability, zone support, capacity, networking and backup options in the exact
candidate regions. Region presence alone does not establish feature parity.

« Attach the governing requirement, accountable approver, retention policy and transfer mechanism to
each permitted flow.

lllustrative scenario for a regional distributor

Assume a UAE-based distributor has an order system in Cloud A and wants analytics in Cloud B. Its
customer contract requires identifiable order records and recovery copies to remain in an approved
UAE location. Analytics can be one hour behind production. These are scenario assumptions, not a
description of a CodeX71 customer or a legal mandate.

Keep order processing, its primary database and synchronous integrations together. Publish
approved, minimised order facts through a transactional outbox and a schema-versioned export.
Remove direct identifiers and evaluate re-identification risk; removing names alone does not make a
dataset anonymous. Move only the approved dataset after the location and transfer review.

Make the consumer idempotent using a stable event identifier. Check schema compatibility,
quarantine invalid records and track the last accepted checkpoint. During a link outage, orders
continue locally while the outbox accumulates; operations alert on queue age and storage capacity.
Replay and reconcile counts when the link returns.

The analytics environment is not automatically a recovery site for orders. An order-system DR design
needs a complete, authorised recovery stack and usable data in an approved location. An illustrative
RTO of four hours and RPO of fifteen minutes would remain proposed targets until a full drill meets
them under representative load.
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Deliver in measured increments

CodeX71 proposes beginning with one bounded workload and its actual dependency and data flows.
The output is an evidence-backed placement decision and an operable pilot, followed by a scale
decision. The phases below define scope and exit evidence; they are not a fixed-duration or outcome
guarantee.

I T S

1 Discover One workflow, dependency map, data Approved owners, hard gates, baseline cost and
classes and business objectives latency, proposed RTO and RPO

2 Desian Placement record, trust boundaries, Reviewed diagrams, interface contracts, threat

9 recovery and cost model assessment and test plan
3 Build a pilot Isolated landing zones, one exchange Versioned laC, policy tests, identity federation and
P path and a recovery slice measured transaction traces

4 Validate Failure, restore, load, access and cost Observed recovery and data loss, reconciled records,

tests open risks and go or no-go decision

5 Operate and Runbooks, ownership, drift detection and Accepted handover, incident rehearsal, budgets and a
expand next workload review cadence

Make infrastructure and policy reviewable

Store infrastructure, policy definitions and approved exceptions in version control. Use reusable
provider-specific modules behind documented interfaces; avoid a universal module that hides
important security differences. Separate state and deployment identities by trust boundary, protect
state as sensitive configuration and keep a recovery path for the deployment system.

Test plans before application, then verify deployed resources and continuously detect drift. Roll new
controls through a non-production or audit stage before enforcement. Azure Policy guidance describes
source-controlled definitions, testing and staged deployment; apply the same control intent with each
provider's native semantics. [12]

Production readiness checklist

« An owner accepts every data flow, privilege boundary and residual risk

* DNS, routes, certificates, quotas and capacity are tested in the recovery path

» Backups restore with destination keys and are protected from production compromise

« Failover, failback and record reconciliation have been exercised and timed

 Cross-cloud latency, queue age, replication lag and telemetry loss are observable

» Egress budgets, operational support and provider-specific exceptions are approved

* The exit plan names data formats, dependencies, effort and the next rehearsal
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Sources and next steps

Primary references reviewed on 1 October 2026. Bracketed numbers in the paper refer to the sources
below. Product documentation can change; validate the selected service, region and configuration
before implementation. The architecture and scenario are original CodeX71 recommendations
informed by these references.

1. Google Cloud Hybrid and multicloud architecture patterns
2. Microsoft Get started with Azure hybrid and adaptive cloud architecture

. Google Cloud Workload Identity Federation

A W

. Google Cloud Hybrid and multicloud secure networking design considerations
5. Microsoft Cross-region and multicloud connectivity

6. AWS How multi-Region keys work

7. OpenTelemetry Observability primer

8. AWS Plan for Disaster Recovery

9. AWS Use defined recovery strategies to meet the recovery objectives

10. UAE Legislation Federal Decree by Law No 45 of 2021 concerning the Protection of Personal Data
Articles 22 and 23

11. DIFC Data export and sharing

12. Microsoft Design Azure Policy as Code workflows

Start with a focused architecture discussion

Bring one workload, its dependency map, data constraints and current pain points. A free CodeX71
discovery session can help frame the placement options, evidence gaps and next engineering step.
Scope, deliverables and any implementation work should be agreed separately.

Book a free CodeX71 discovery session

CodeX71 | Technical white paper | Version 1.0 | October 2026
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https://codex71-world.mohammedabrara.chatgpt.site/workshop/
https://learn.microsoft.com/en-us/azure/governance/policy/concepts/policy-as-code
https://www.difc.com/business/registrars-and-commissioners/commissioner-of-data-protection/data-export-and-sharing
https://uaelegislation.gov.ae/en/legislations/1972/download
https://uaelegislation.gov.ae/en/legislations/1972/download
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_for_recovery_disaster_recovery.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/plan-for-disaster-recovery-dr.html
https://opentelemetry.io/docs/concepts/observability-primer/
https://docs.aws.amazon.com/kms/latest/developerguide/mrk-how-it-works.html
https://learn.microsoft.com/en-us/azure/networking/design-guide/cross-region
https://docs.cloud.google.com/architecture/hybrid-multicloud-secure-networking-patterns/design-considerations
https://docs.cloud.google.com/iam/docs/workload-identity-federation
https://learn.microsoft.com/en-us/azure/architecture/hybrid/hybrid-start-here
https://docs.cloud.google.com/architecture/hybrid-multicloud-patterns-and-practices

	Start with the workload decision
	Five decisions to make before implementation
	How to use this paper
	Choose the placement pattern
	Use hard gates before a weighted score
	Define the portability boundary

	Separate control and data boundaries
	Keep the failure domains meaningful

	Engineer the cross cloud controls
	Identity and privileged access
	Networking and service interfaces
	Keys secrets and recoverable data
	Observability that survives the link failure

	Prove recovery and model the full cost
	Measure the whole recovery path
	Put latency and data movement into the budget

	Apply the design in a UAE context
	Create a location and access register
	Illustrative scenario for a regional distributor

	Deliver in measured increments
	Make infrastructure and policy reviewable
	Production readiness checklist

	Sources and next steps
	Start with a focused architecture discussion


